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MalMKNet: A Multi-Scale Convolutional Neural Network
Used for Malware Classification
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Abstract: Rapid and accurate identification of unknown malware and its variants is the premise and basis for the ef-
fective prevention of malicious attacks. However, with the rapid increase of malware variants, the efficiency of manual up-
dating of the sample database is getting worse and worse. It is difficult for the traditional identification method to effective-
ly capture the sample feature information operated by the confusion method only based on the delayed database informa-
tion. To address the above problems, this paper proposes a deep learning model based on grayscale image processing,
MalMKNet (Multi-scale Kernel Network for Malware), a convolutional neural network (CNN) architecture using multi-
scale convolution kernel mixing action to improve malware detection capabilities. The mixed kernels (MK) module com-
bining deep large kernel convolution and standard small kernel convolution with shortcut structure is proposed to improve
the model accuracy, and then we proposed multi-scale kernel fusion (MKF) to reduce the number of parameters. The fea-
ture shuffle (FS) is proposed to improve the classification accuracy without increasing the number of parameters. Experi-
mental results show that MalMKNet outperforms the state-of-the-art methods in terms of malware family classification ac-
curacy which achieves 99.35%.
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Dontovo.A:
Instantaccess{
Lolyda.AA1
Lolyda.AA2
Lolyda.AA3
Lolyda.AT:
Malex.gen!J
Obfuscator. AD
Swizzor.gen!I

HmbRgE

(b) MalMKNet-shortcut

Adialer.C 1.0
Agent.FYI
Allaple.A
Allaple.L
Alueron.gen!J
Autorun.K- 08
C2LOP.P
C2LOP.gen!g:
Dialplatform.B
Dontovo.A
Fakerean{
Instantaccess{
Lolyda.AA1
Lolyda.AA2

,  Lolyda.AA3
Lolyda. AT
Malex.gen!J
Obfuscator.AD
Rbot!gen
Skintrim.N 02
Swizzor.gen!E )
Swizzor.gen!l
VB.AT

HYARE

Wintrim.BX
Yuner.A 0.0

Adialer.C
Agent.FYT
Allaple.A-
Allaple.L
Alueron.gen!J
Autorun.K-
C2LOP.P:
C2LOP.gen!g
Dialplatform.B:
Dontovo.A:
Fakerean
Instantaccess{
Lolyda.AA1
Lolyda.AA2
Lolyda.AA3
Lolyda.AT:
Malex.gen!J
Obfuscator. AD:
Rbot!gen
Skintrim.N
Swizzor.gen!E:
Swizzor.gen!I
VB.AT:
Wintrim.BX-
Yuner.A-
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(d) MalMKNet
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w 0.6
£ £
& £ 04t
—=— DenseNet —=— DenseNet
02 —=*— MobileNetV2 o2l —=— MobileNetV2
“I —+— ResNet ’ —a— ResNet
—v— ShuffleNet —v— ShuffleNet
0.0F —+— MalMKNet 0.0 —o— MalMKNet
RSN A PR P L PE R TP
SES3TEETEI515995E2075 554 EPEEECEEREE FE SRRV rErE
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S8 E SN EESECS8C2ERSEE557ES SES= 58NS ESESSE 2658 E557ES
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(a) HEHHFR (b) HEHIH
1.0F
0.8F
M o 06f
s
R w7 04}
—=— DenseNet —=— DenseNet
—=o— MobileNetV2 o2t —o— MobileNetV2
02r —a— ResNet : —a— ResNet
—v— ShuffleNet —v— ShuffleNet
0.0F —+— MalMKNet 0.0f —+— MalMKNet
e PR S S e —
EaEpe R EEea i fEeT Etreis el TEEELTEI e
2532 E55 (<< s T2 QoM g =< a S = S<<<<sS =T -2 O om
SEEE NS S SSS PR ESIDES EREE RS ElcsssS JEEE DS
2OZ<S300REEESSSEUSREQR E” <ILCEEVOEgHER 2202 QR T IN B
< g< 3ER Foos_IZ wiNY = < S<~ 38R Fooo—-I2Z WUNN =
E Sic 23337 =& $E = 2 8s £a327 =4 EE—
< S 3 AR < A 3 25
(¢) B (d) F -score
7  MalMKNet A 7EAH SEPEAL P AR L A% L 52645
R5 MalMKNet B 5 H MR LI L5 RIT L
AELIR HERG /% K02 % A lal %/ F -score/% ZHEM TOU B[] /ms
A 1
DenseNet 99.07 99.08 99.07 99.06 6.973 209 26.32
MobileNetV2 97.63 96.72 97.63 97.10 2.255 321 19.10
ResNet 97.92 96.95 97.92 97.40 21.291 225 21.39
ShuffleNet 98.35 98.41 98.35 98.33 0.366 985 18.96
MalMKNet 99.35 99.37 99.35 99.35 0.294 425 18.36
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6 MalMKNet A SHMM R FERNLERLERITLE

1EH Ay FiCiEES il WER R 1% Kithi%/% | BI%/% | F -score/% | FMHI[H]/ms

Nataraj® 2011 Malimg KNN 97.18 — — — —
Yue?! 2017 Malimg Vgg-verydeep-19 97.32 — — — —
Zhihua'""! 2018 | Malimg GIST+KNN 91.9 92.1 91.7 — 60
Zhihua"”! 2018 | Malimg GIST+SVM 92.2 92.5 91.4 — 64
Zhihua"”! 2018 | Malimg GLCM+KNN 925 92.7 923 — 45
Zhihua!"" 2018 | Malimg GLCM+SVM 93.2 93.44 93 — 48
Zhihua"”! 2018 | Malimg IDA+DRBA 94.5 94.6 94.5 — 20
Dai*! 2018 Malimg | GIST-Descriptor, SVM & KNN 97 — — — —
Kumar'®! 2018 | Malimg CNN 98 — — — —
Kalash'"™ 2018 Malimg M-CNN 98.52 — — — —
Chen™" 2018 | Malimg Inception-V1 99.25 — — — —
Cui™ 2019 Malimg NSGA-II 97.6 97.6 88.4 — —
Singh'*®! 2019 | Malimg Deep CNN 96.08 — — — —
Gibert™” 2019 | Malimg CNN 98.48 — — — —
Venkatraman'™' | 2019 | Malimg CNN UniGRU 96 91.8 91.2 91.4 —
Venkatraman'™' | 2019 | Malimg CNN BiGRU 96.3 91.8 91.5 91.6 —
Lo 2019 | Malimg Xception 99.03 — — — —
Cayir®! 2020 | Malimg CapsNet 98.63 — — 96.58 —
Cayir® 2020 | Malimg RCNF 98.72 — — 96.61 —
Naeem™”! 2020 | Malimg DCNN 98.47 98.47 98.47 — —
Naeem™ 2020 | Malimg DCNN 98.79 98.79 98.79 — —
Vasan™" 2020 | Malimg IMCFN 98.82 98.85 98.81 98.75 810

AXAEE — Malimg MalMKNet 99.35 99.37 99.35 99.35 18.36
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